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Kak nonb3oBaTbCA LUNpOBbIMU
cbmHaHCOBbIMUY ycnyramm 6e3sonacHo

Kak genatb npaBunbHO?

CoTpyaHuk 6aHka

He nmeeT npasa
3arnpalwmBaTb HOMep
BalLel KapThl,
TPEexX3Hau4HbI HOMEpP

C 0OpartHOM CTOPOHSI
kaptbl (CVV / CVC-kopn)
NN KOA-MOATBEPXAEHNS
n3 CMC.

BaHkn HUKOI'4A
3TOro He genator

Ong oTcnexuBaHusa OBUXEHUHA CPEACTB MO CHETY HYXXHO
nogknoynte CMC nnn push-yeegomneHuns no MCnonb3yemon
6aHKOBCKOW KapTe W 3/1EKTPOHHOMY KOLUENbKY

(BHMMaHWe: 3Ta ycnyra MoxeT BbITb NNaTHOM).

CoBepliaTth NOKYMNKWU B MHTEPHETE C NOMOLLLIO OTAENBLHON
nebetoBoil 6aHKOBCKOW KapTel (He 3apnnaTtHon unu Tol, rae
XPaHATCH BCE AOCTYNHbIE CPeAcTaea).

CoBepLuaTk OHNaWH-NMOKYNKWU TONBKO Ha NPOBEPEHHbLIX CalTax
U ToNbKO y6eauBLLIWCE NPeABapUTENLHO, YTO CaiT NoaaepxuBaeT
npotokon 3D-Secure (agpec HaynHaeTcsa ¢ 6ykB https, a He http).

Hukomy He roBopuTh, He 3aNUCbIBaTh Y NPUKPbLIBATbL PYKOR Npu
BBOAE B GaHkomaTe unu HaHkoBckoM TepmuHane NH-koa ceoei
DaHKOBCKOW KapTbl.

Mpu Nnonb30BaHWM 6AHKOMATOM NPOABNATL OCTOPOXHOCTb,
o6palate BHIMaHMe Ha NOCTOPOHHMX BOKPYT, Ha NOAO3PUTE bHbIE
YCTPOWCTBA M Haknagku B mectax Beoaa NWH-kopa n kapthbl.

He ponyckaTtk NocTopoHHMX K BAHKOBCKOW KapTe, 31IeKTPOHHOMY
KOLeNnbKY, MOBUNLHOMY TenedoHy, MMHHOMY KOMMLIOTEPY

U He OCTaBNATbL OTKPbITbIM 6aHKOBCKOE / NNaTeXHoe NPUNoXeHue
nocne coBeplleHns onepauui.

Mcnonb30BaTE CAOXHBIE M PasHbie Naponu, PerynapHo ux MeHsTh,
HUKOMY He coobLUaTbk U HUKOr[a He nepeckinaTb

no anekTpoHHoM noute, B CMC n Mmeccernpxepax. MioeansHblii
naposib — accoUuMaTMBHbIA, KOTOPbLIM MOXHO He 3anucbiBaThb.

Ecnu ectb onaceHus 3abbiTh Napofb — 3anuckiBaTb

B OyMaXKHbl 61OKHOT, HO B 3allKUdpoBaHHOM BUAE.

HezamegnurenbHo coobwars B 6aHK UNu nnatexHyto
OpraHnzaynio © NoTepe KapTbl WKW B3NOME KOWeNbKAa.

Mpwn ckayrMBaHK NporpamMMbl MPOBEPATL, HACTOALLASA N1 OHa.
MolueHH1KaM yaaeTcs pasmelLlaTb gaxe B HageXHbIX MarasuHax
NPUIOXKEHWUIA NPOrpPaMMbl, MACKUPYIOLLMECS NOA roCyaapCTBeHHbIe
CEepBUCHI UM MHBECTULIMOHHbIE MHCTPYMEHTLI FOCKOMNaHui. Ecnn
pas3paboTUnK NMPUIOKEHWA COMHUTENEH — HE CTOWT 3arpyXarb ero.

PerynapHo yaanate MHdopmMaumio 0 naatexax c NoMoLLbIO O4UCTKK
6ychepa cainnoe (cache) n haitnos coxpaHeHus aaHHbIX (Cookies).

YctaHaBnmMBaTh NMAUEH3WMOHHBIE aHTHBWPYCHBIE NPOrpaMmMel Ha BCe
rajpketsl (TenedoHbl, KOMMNBIOTEPLI, MNaHLETH).
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Kak nonb3oBaTbCca UMhpoBbIMU
comHaHCOBbIMU ycnyramm 6e3onacHo

KaTeropuqecxu HeNb3#:

Coeepwate CMC-nnatexu Ha KOpoTKMe HoMepa Ans onnatbl
VHTEPHET-YCNYT 1 NepeBoa0oB HEMNPOBEPEHHBIM MoNyYaTensam

(@ geTamM 1 NoXWnblM POACTBEHHMKAaM CTOMUT BOBCE
3ab10KMpPOBaTh Ha AeBaicax BO3MOXHOCTL MepeBoaos
Ha Takue Homepa N1bo NOAKNI0YUTE ONuUMID 0a06peHKA
nnaTexein).

CoxpaHATb Naponu, NM4YHbIe AaHHbIEe, HOMEepa U gpyrue
PEKBU3UTLI UNK hoTorpadnm 6aHKOBCKUX KapT
B OHNawH-cepsucax uin B MOOWIbHOM YCTPORCTRE.

\H OnACTIB!
fepeltdume o ccbinke
Pearvpogatb Ha coobleHns oT BaHka nam nnaTexHom
opraHv3auuu, npegnaratolne CpoYHO CHATE Hanu4Hbie
WKW NepeBecTU AeHbr Ha «6e30nacHbIf cYeTs.

ommpas

e ity CoBepluark oHNalH-NNaTexu, NoOAKNIYUBLIUCE K OTKPLITEIM
Toukam goctyna WI-Fl (eBegeHHas nNpy Takom Bbixoae

B OHA@WH NaaTtexHasa nHhopMaurs MOXeT cTaTb

o0LWenocTynHom).

MepepnasaTb 6aHKOBCKYKO KapTy MOCTOPOHHUM:

ee PeKBU3NThI (HOMEpP KapTbl, CPOK AEHCTBUSA, UM
Bnagensua, CVV/CVC-koa) MoryT 6biTb UCMONb30BaHKI
MOLWEeHHMKaM gna MHTEPHET-Nnartexa vnu onnatol MOKYMNOK.

OcTaBnaTh He3aBepLWEHHbLIMU NNaTeXHble
OHnNakH-onepauuu. Ecnun Bl nepegymany onnadvears,
HYXHO yOanuTb faHHble NNaTexHoW KapThbl.

MNepexoanTb B MECCEHAXEDPDLI N3 arperaTtopoB YacTHbIX
06bABNEHWI 08 AanbHelwero obcyxaeHna getanei
KYNIU-Npoaaxu B YacTHOM nopsgke. MNepesoants
npegonnaTy 3a ToBap HE3HaKOMbIM MHOASM

W NepenaBaTb AaHHbie CBOeR nnatexHol kapTtsl: CVV/CV
C-kop, kog us CMC mnu push-yesegomneHumi,




